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INTERNATIONAL CODE FOR THE SECURITY OF SHIPS AND OF PORT
FACILITIES − THE ISPS CODE

We are aware that much has been written about the Code and its

effects. The purpose of this Alert is to act as a legal follow up to

the talk on the ISPS Code given by Global Marine Security

Systems Company at our offices on 2.12.03.

When does the Code apply?

The Code comes into effect on 1.7.04.

To what does the Code apply?

• It applies to ships engaged on international voyages.

• It applies to the following types of ship.

• Passenger ships, including high-speed passenger craft.

• Cargo ships, including high-speed craft, of 500 gross

tonnage and upwards.

• Mobile offshore trading units.

• It also applies to port facilities, serving ships engaged on

international voyages.

As regards port facilities, contracting states have responsibility for

implementing the Code including, e.g. designation of authorities to

perform their responsibilities, setting and notifying of security

levels, approval, certification, verification and communication.

To what countries does it apply?

The Code as it applies to ships is implemented by an amendment

to the Safety of Life at Sea Convention 1974 (SOLAS). The

SOLAS Convention is ratified by almost all states and

amendments are made under a tacit acceptance system so that

once adopted by the IMO, amendments to SOLAS automatically

come into force unless sufficient states object.

The application of the Code to ports will be implemented by

domestic legislation of the port state.

Where do I find the rules?

The IMO has published the ISPS Code together with amendments

to SOLAS. You can access at

http://www.lr.org/image_library/Downloads/ISPS_Code.pdf. If 

anyone requires further information about the details of the

Code, they should not hesitate to let us know.

Objectives of the Code

• To detect/assess security threats.

• To take preventive measures against security incidents

affecting ships and port facilities involved in international

trade.

• To establish rules for and responsibilities of the parties

concerned.

• To collate and exchange security related information.

• To ensure plans and procedures are in place to react to

changing security levels.

• To ensure confidence.

How is this achieved?

Each

• Ship

• Port facility

• Shipping company

is to have the appropriate officers/personnel to prepare and put

into effect approved security plans.

How does the Code work?

The Code is split into two parts, Part A being mandatory and Part B

being non-mandatory, the latter providing guidance on both Part A and

also Chapter XI − 2 of SOLAS 1974 as amended (of which more

later).

It is necessary, however, to note that in the U.S. Part B of the ISPS

Code will be mandatory when it comes into effect in July 2004.

There are also clear indications that as far as Europe is

concerned, Part B will also be considered to be mandatory.

For this reason, the following points include guidance given in Part

B, although wherever a point appears in Part B rather than Part A,



it is clearly marked, as there will be some states in which these

provisions are not mandatory.

Security levels

The Code provides for three different security levels.

It assumes that, generally at least, there will be in place security

level 1, which is defined in the Code, at paragraphs 2.1.9, as being

the level at which minimum appropriate protective security

measures shall be maintained at all times.

In a state of heightened risk of a security incident, the security

measures need to reach security level 2.

In situations where a security incident is probable or imminent,

even if it is not possible to identify the specific target, the

measures required for security level 3 should be maintained.

Ship’s requirements

All ships require:-

• A ship security officer. This will be a person on board the

ship, accountable to the Master, who will be responsible for

the security of the ship.

• A ship security assessment. This will be the responsibility of

the company security officer (see below). It may be effected

by a Contracting Government or a recognised security

organisation.

• A ship security plan. This will be drawn up pursuant to the

assessment, and will set out the requirements for the vessel

in order to maximise its security. It will include security

measures for the vessel when not interfacing with an ISPS

compliant ship or port facility.The plan itself must be kept

confidential.

It should be noted that the Master, notwithstanding the presence

of the ship security officer, retains overriding authority and

responsibility to make decisions about the safety and security of

the ship.

• Part A paragraph 10 lists the records which must be kept on

board the vessel eg training, reviews, testing, amendments to

the Plan etc.

• Part B paragraph 1.15 of the Code requires the ship to have

on board information, to be made available to Contracting

Governments upon request, indicating who is responsible for

deciding the employment of the ship’s personnel and for

deciding various aspects relating to the employment of the

ship.

• Part B paragraph 6.1 requires the shipping company to

provide the Master of the ship with information including: -

• The parties responsible for appointing shipboard

personnel, for example, ship management companies,

manning agents, contractors, concessionaries.

• The parties responsible for deciding the employment of

the ship, including time or bareboat charterers.

• Where the ship is employed under the terms of a

charterparty, the contact details of those parties,

including time or voyage charters.

• Additional information to be kept on board includes special

or additional measures taken by the ship during its last 10

calls at a port facility.

• Once the plan has been prepared, the ship will then be

verified and certified, and will be issued with an ISPS

certificate. These last for five years, but it must be noted

that the circumstances in which a certificate ceases to be

valid includes situations where a company assumes the

responsibility for the operation of a ship not previously

operated by that company, and upon transfer of the ship to a

flag of another state. For more information concerning the

application of the ISPS Code to ship sale and purchase, please

contact Adam Morgan or Philip Rymer on

armm@richardsbutler.com or prr@richardsbutler.com.

Shipping companies’ requirements

• All shipping companies are required to have a company

security officer who is responsible for ensuring that the ship’s

security assessment is carried out and the ship security plan

is prepared. The company security officer may be

responsible for one or more ships.

Port facilities’ requirements

All port facilities are required to 

• Appoint a port facility security officer, who is responsible for

the port facility security plan.

• Perform a port facility security assessment, which is to be

carried out by the Contracting Government or a recognised

security organisation.

• Develop a port facility security plan.

The Code provides, particularly in the Part B guidance section,

very clear guidelines as to what is involved, including the role and

training of the officers, what is required to complete an

assessment, and what the plans must include, including different

provisions for different security levels.



Miscellaneous points of interest

• Part B paragraph 4.26 provides that Contracting

Governments may conclude one or more agreements with

one or more Contracting Governments as long as the scope

of those agreements is limited to short international voyages

on fixed routes between port facilities in the territory of the

parties to the agreement. Ships covered by such an

agreement may not conduct ship-to-ship activities with ships

not so covered.

• Similar equivalent security arrangements may be permitted by

a flag state for particular ships or a group of ships flying its

flag.

• Part B paragraph 4.28 reminds parties that the safe manning

provisions in SOLAS Regulation V/14 only address the safe

navigation of the ship, and shipping companies may need to

consider increasing their safe manning levels to ensure that

the Code can be fully complied with.

• Part B paragraph 4.37 refers to the information Contracting

Governments may require from a ship as a condition of entry

into port, which includes any special or additional measures

taken during its last 10 calls at a port facility.

• Part B paragraph 4.38 provides that one of the conditions of

entry into port may be confirmation that appropriate ship

security procedures were maintained during ship-to-ship

activity conducted within the period of the last 10 calls at a

port facility.

• In cases where it is necessary to ensure agreement between

the ship and the port facility, eg where a ship has a different

security level to the port at which it intends to call, a

Declaration of Security may be required, as detailed in Part B

paragraph 5.

Legal issues which may arise

• The first thing you may come across, as an owner, is an offer

by a firm (or indeed a number of firms) to assist you in

complying with the ISPS Code. If you are approached in this

way you will need to consider a variety of issues, for example

the expertise of the company offering the services, as well as

the terms of the proposed agreement, usually described as a

consultancy agreement, into which you are being invited to

enter. Remember that the ISPS Code is only one part of the

amendments to SOLAS coming into effect on 1.7.04, and that

there are a number of other issues that need to be dealt

with (of which more below). Further, if you are trading in or

with the U.S. (and possibly even EU ports) additional

considerations will need to be addressed. Also, the

requirement to keep the ship security plan confidential needs

to be taken into account when considering the use of sub-

contractors. In view of the imminent deadline for

compliance with the Code, at this stage it would also be

necessary to ensure that any agreement includes a strict and

transparent timetable to ensure that compliance is achieved

by the deadline.

These are only some of the issues that will need to be

addressed, but they indicate the complexities of what may,

otherwise, appear to be a straightforward arrangement.

• Delay and costs. There is obviously potential for delay and

increased costs during a vessel’s employment in the event

that either the vessel, or the intended port are in any way

not ISPS-compliant or if there is a different security level in

place on board the ship to that at the nominated port.

Whilst some general charterparty provisions could apply to

any particular set of circumstances, for example general

exceptions clauses, force majeure provisions or employment

indemnities, consideration should be given to including

specific wording in the charterparty to ensure an appropriate

allocation of risk. For example, in the new BIMCO clause,

any delay which would arise as a result of the vessel not

being fully compliant would be for owners’ account, whereas

problems arising as a result of the port facility’s lack of

compliance would fall to charterers’ account unless they

arose as a result of owners’ negligence. The clause also

provides that charterers should ensure that owners are

aware of their full style contact details, and also of any sub-

charterers, and charterers are further required to ensure

that any sub-charterparty includes terms to the same effect.

Even if everything runs relatively smoothly, additional security

measures on board and ashore, e.g. checking cargo, ship’s

stores and unaccompanied baggage, will increase the time

needed to load and discharge. There will also be additional

time incurred in ensuring all personnel, e.g. pilots, surveyors,

etc have been security checked. When chartering a vessel

these costs need to be allocated or disputes are likely to

arise. It would seem sensible to allocate all such costs to

charterers’ account as arising from their employment of the

vessel, unless incurred as a result of negligence on the part of

owners − see again, for example, BIMCO’s ISPS Clause.

• Unsafe ports. Port facilities in countries which are not a

party to the ISPS Code and in countries where, although

parties to SOLAS, the government has not implemented the

Code by its domestic legislation, could raise unsafe port issues

in respect of any damage or expense caused. Alternatively, a

charterer might incur liability under an implied indemnity in

respect of employment between such ports.

Where the ship and port operate at different security levels,

a Declaration of Security is likely to be required (as referred

to above).
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Owners will also have to consider whether they can refuse

to comply with charterers’ orders if they are ordered to a

port with a higher security level than that operating on board

the ship − certainly at level 3, when a security incident is

deemed to be “probable or imminent” this is bound to be a

consideration. This firm acted in the case of the “SAGA

COB” [1992] Lloyd’s Rep. 545 which is Court of Appeal

authority for what will amount to political unsafety at ports.

It was held in that case that when the question is whether

the port is prospectively unsafe (i.e. in a situation where

owners have to consider charterers’ orders to proceed to a

port and the situation they are likely to face when they get

there) the port will only be regarded as unsafe if the

“political” risk (e.g. terrorism) is sufficient for a reasonable

shipowner or Master to refuse to send or sail his vessel

there. It will therefore be necessary to determine on a case

by case basis what is reasonable rather than saying that all

ports operating at security level 3 are unsafe.

If a port is deemed to be unsafe, it will depend on the terms

of the charterparty whether the charterer is required to

nominate an alternative port. It may therefore be advisable

to ensure that all charterparties

include provision is this regard.

• Insurance. It seems

highly likely that ISPS Code

compliance will be a requirement

of both P&I and Hull and

Machinery Insurance.

• Stowaways. Much has

been written in the press about

the potential for the ISPS Code to

resolve, finally, the problem of

stowaways. It is true that

increased security at the ship/port

interface and the provisions

concerning the handling of cargo

and ship’s stores, together with

the designation of restricted areas

at the port facility should have an

impact on the issue of stowaways,

but it is unlikely to have the effect

of removing the problem of

stowaways completely, certainly at

anything other than the highest

security level. No systems are likely to be foolproof and are

not specifically geared towards the determined independent

stowaway.

Other SOLAS amendments

• All ships, other than passenger ships and tankers, of 300 GT

and above but less than 50,000 GT are to be provided with

an Automatic Identification System (AIS) at the first safety

equipment survey after 1.7.04, or by 31.12.04, whichever

occurs first.

• All passenger ships of 100 GT and above and all cargo ships

of 300 GT and above are required to have the ship’s unique

seven digit IMO number permanently marked in a

conspicuous and defined location, prefixed by the letters

IMO. For ships constructed on or after 1.7.04 the regulation

applies with immediate effect. Ships constructed before

1.7.04 must comply with the requirement by the first

scheduled drydocking after 1.7.04.

• A Continuous Synopsis Record (CSR) must be held on board

new and existing ships from 1.7.04. The CSR will contain

details of the ship, such as the name, flag, port of registry,

IMO number and owner/manager information.

• All ships must be provided with a “ship security alert system”

that will transmit a security alert to a designated competent

authority when activated in an emergency situation. This only

applies to ships engaged on international voyages and,

depending on the type of vessel and when constructed, must

be effected on or after 1.7.04, or no later than the first

survey of the radar installation after that date.

The ISPS Code is a substantial document. The above, therefore, is

of necessity only a brief summary of what we presently perceive

to be the main points of interest. Should you require any further

advice or information concerning the Code, or if you are

interested in receiving a more detailed summary of the provisions,

please do not hesitate to contact Stephen Kirkpatrick at

sak@richardsbutler.com.
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